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Introduction
The U.S. Department of Homeland Security (DHS) defines smart cities as urban centers that 
integrate cyber-physical technologies and infrastructure to create environmental and economic 
efficiency while improving the overall quality of life. To accomplish this, smart cities gather and 
analyze data from IoT devices and sensors embedded in roadways, power grids, buildings and 
other infrastructure. 

The interconnectedness of devices between cyber systems and the physical world creates a 
wide attack surface for malicious actors. This white paper explores the issue of cyber threats 
originating from or impacting connected smart city systems and discusses what steps providers 
and consumers can take to mitigate the risk of attacks.

Part 1:

Building Smart Cities
Smart City Technology

Current examples of smart city technology include: 

• Parking: Apps and sensors help residents locate 
available parking spaces and review pricing.

• Lighting: Street lights adapt to weather 
conditions, self-diagnose maintenance issues 
and automatically dim or brighten based on 
external lighting conditions and movement of 
pedestrians or vehicles. Smart lighting can help 
cities and municipalities save an estimated 50%-
70% in electricity costs. 

• Energy: The grid manages, delivers and 
conserves energy based on real-time conditions. 

• Water: Transport pipes measure water quality 
and detect leaks. Similar techniques are used for 
gas and oil pipelines. 

• Buildings: Advanced sensors and mobile devices 

are transforming the traditional services a 
building typically offers by optimizing energy 
provision, temperature control and  
digital wayfinding. 

• Waste management: Sensors in cans, baskets 
and containers detect trash levels and odors. 

• Security: Traffic and surveillance cameras, 
gunshot detection sensors and other security 
devices provide law enforcement officials with 
real-time information.

• Traffic control: Lights and signals adapt based 
on volume and traffic conditions, improving 
traffic flow on ramps, streets and highways.

Smart City Adoption in the US

 

Source: Frost & Sullivan

https://ics-cert.us-cert.gov/sites/default/files/documents/OCIA - The Future of Smart Cities - Cyber-Physical Infrastructure Risk.pdf
http://smartcitiescouncil.com/category-vision
https://www.rambus.com/blogs/future-smart-buildings-will-adapt-and-learn-2/
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Smart City Segments

Drivers for Smart City Adoption

The United Nations (UN) reports that the global populace is shifting from rural to urban locations, 
with the latter projected to see an estimated 2.3 billion increase in residents over the next 40 
years. By 2050, nearly 70 percent of the global population is expected to live in cities.

From the perspective of a resident, the benefits of smart cities include more efficient public 
and first response services; an enhanced livability index; improved water and air quality to help 
mitigate the effects of climate change and targeted CCTV deployments to enable more effective 
law enforcement.



IoT Cyber Security - A Missing Piece of the Smart City Puzzle 05

For service providers, smart cities:

• Generate recurring revenue: With an abundance 
of data, the services model helps organizations 
monetize by building successful and predictable 
recurring revenue  streams.

• Increase customer satisfaction, while  
bolstering brand loyalty and reputation.

• Facilitate upsell services to city, local businesses 
and consumers. For example, smart cities can 
enable demand-manage programs, such as 
encouraging energy conservation with  
variable pricing.

• Generate valuable and meaningful real-time 
data analytics to better understand and  
service customers.  

Specifically, connected devices help providers 
create accurate user profiles, allowing them to 
build targeted services around a particular  
set of needs.

• Optimize predictive maintenance, ensure 
continuous uptime and extend the  
life-cycle of devices.

• Improve customer service, with smart city 
infrastructure capable of self-diagnosis and 
self-scheduling. For example, smart meter 
data management systems are designed to 
communicate with field service scheduling 
software – automatically dispatching crews for 
maintenance or unexpected repairs.

Top Five Sectors for Smart City Technologies Adoption
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Part 2:

Smart City Security Challenges
Smart City Vulnerabilities

According to Trend Micro, cities account for the consumption of approximately 70% of the 
energy produced globally and the generation of 70% of the global gross domestic product (GDP). 
Clearly, any kind of intrusion, sabotage or intelligence collection executed with malicious intent 
will have a significant impact on smart cities. 

Image Credit: Trend Micro

Attackers could potentially target IoT devices comprising smart city infrastructure for a number 
of reasons, such as boasting rights, financial gain and even terror. Prime targets include smart 
grids and meters, community energy management systems (CEMS), building energy management 
systems (BEMS), smart transportation, traffic lights, air quality monitoring systems, cellular 
networks, public Wi- Fi connections, data repositories and water-related infrastructure. 

In terms of the latter, malicious cyber breaches can seriously impact water system operations, 
posing adverse effects to public health and the environment. Specific examples include:

• Tampering with the operation of water treatment equipment to cause chemical  
over or under-dosing.

• Unauthorized alterations to programmed instructions in local processors. This attack 
scenario would enable cyber criminals to assume control of drinking water distribution 
or wastewater collection systems, resulting in suspended service, reduced pressure 
flows of water into fire hydrants, or the overflow of untreated sewage into  
public waterways.

• Changing or disabling alarm thresholds, which could delay detection of intrusion  
or water contamination.

Smart City Attack Vectors

Smart cities – powered by a web of interdependent systems – present cyber criminals with an 
extensive attack vector. 

Although there are an unknown number of potential vulnerabilities and methodologies, some of 
the most common attacks include:

https://documents.trendmicro.com/assets/wp/wp-securing-smart-cities.pdf
https://documents.trendmicro.com/assets/wp/wp-securing-smart-cities.pdf
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Man-in-the-middle: An attacker breaches, 
interrupts or spoofs communications between two 
systems. For example, a man-in-the-middle attack 
on a smart valve can be used to deliberately cause 
wastewater overflow.

Data & identity theft: Data generated by 
unprotected smart city infrastructure such 
as parking garages, EV charging stations and 
surveillance feeds provide cyber attackers with an 
ample amount of targeted personal information 
that can potentially be exploited for fraudulent 
transactions and identify theft. 

Device hijacking: The attacker hijacks and 
effectively assumes control of a device. These 
attacks can be difficult to detect because in 
many cases, the attacker does not alter the basic 
functionality of the device. In the context of a 
smart city, a cyber-criminal could exploit hijacked 
smart meters to launch ransomware attacks on 
Energy Management Systems (EMS) or stealthily 
siphon energy from a municipality.
 
Distributed Denial of Service (DDoS): A denial-
of-service attack (DoS attack)  attempts to render 
a machine or network resource unavailable to 
its intended users by temporarily or indefinitely 
disrupting services of a host connected  
to the Internet.  

This is typically achieved by flooding the target 
with superfluous requests to prevent legitimate 
requests from being fulfilled. In the case of a 
distributed denial-of-service attack (DDoS attack), 
incoming traffic flooding a target originates from 
multiple sources, making it difficult to stop the 
cyber offensive by simply blocking a single source. 
DDoS attacks doubled from 3% to 6% in 2016, 
primarily due to the lack of security in IoT devices. 
Within smart cities, a plethora of devices, such as 
parking meters, can be breached and forced to join 
a botnet programmed to overwhelm a system by 
requesting a service simultaneously. 

Permanent Denial of Service (PDoS): Permanent 
denial-of-service attacks (PDoS), also known 
loosely as phlashing, is an attack that damages 
the device so badly that it requires replacement 
or reinstallation of hardware. For example, an 
attacker can deploy malware such as BrickerBot 
which is coded to exploit hard-coded passwords in 
IoT devices and cause permanent denial of service. 
In a smart city scenario, a hijacked parking meter 
could also fall victim to sabotage and would have 
to be replaced. This would be particularly costly 
for municipalities, especially if the smart parking 
meter infrastructure is embedded within a traffic 
management network. 

https://en.wikipedia.org/wiki/Denial-of-service_attack#Distributed_attack
https://en.wikipedia.org/wiki/Denial-of-service_attack#Distributed_attack
https://www.rambus.com/blogs/brickerbot-targets-unsecured-iot-devices-for-permanent-denial-of-service-pdos/
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In your opinion, which smart city services are most at risk from cyber attacks? 
Choose up to two.

Image Credit: HelpNetSecurity

It should be noted that cyber criminals have already begun targeting smart city infrastructure 
around the globe. In 2016, San Francisco’s public transportation ticket machines were locked 
down after ransomware attackers demanded $73,000 – with passengers riding free until the 
issue was resolved. Additional attacks include a hacked siren system in Dallas which jarred 
residents awake and flooded 911 with thousands of calls; a compromised electric transmission 
station which blacked out a portion of the Ukrainian capital (Kiev) equivalent to a fifth of 
its total power capacity; a DDoS offensive that halted heating distribution in at least two 
properties in the Finnish city of Lappeenranta during winter; and a digitally hijacked tram system 
in Poland that derailed four vehicles and injured 12 people.

https://www.helpnetsecurity.com/2016/10/20/smart-cities-cyber-threats/
https://arstechnica.com/information-technology/2016/11/san-francisco-muni-hit-by-black-friday-ransomware-attack/
https://arstechnica.com/information-technology/2016/11/san-francisco-muni-hit-by-black-friday-ransomware-attack/
https://www.nytimes.com/2017/04/08/us/dallas-emergency-sirens-hacking.html
https://www.wired.com/story/crash-override-malware/
http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winter
https://www.theregister.co.uk/2008/01/11/tram_hack/
https://www.theregister.co.uk/2008/01/11/tram_hack/
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Part 3:

Legal Implications  
of Unsecured IoT Devices
Concerns over unsecured IoT devices were recently articulated by a U.S. Department of 
Homeland Security (DHS) report, which emphasized the importance of implementing security 
at the design phase by using hardware that incorporates security features to strengthen the 
protection and integrity of a device. This includes leveraging computer chips that integrate 
security at the transistor level – embedded in the processor itself – to provide encryption.
 
The United States Government Accountability Office (GAO) has also published a detailed report 
that explores the rapidly evolving IoT. As the report warns, the growing ubiquity and pervasive 
connectivity of IoT devices and networks may pose significant security risks. For example, 
unauthorized individuals and organizations could gain access to unsecured IoT devices and use 
them for potentially malicious purposes, including fraud or sabotage.
  
As the U.S. GAO notes, threat actors make use of a variety of techniques that may compromise 
information or adversely affect devices, software, networks, an organization’s operations, an 
industry, or the Internet itself. Attack vectors include denial-of-service, distributed denial-of-
service, malware, passive wiretapping, structured query language injection, war driving and 
zero-day exploits. Therefore, says the U.S. GAO, designing and incorporating security controls into 
IoT devices from the initial design to the operational environment during development may help 
curtail vulnerabilities.
 
“Widespread concerns have been raised about the lack of security controls in many IoT devices, 
which is in part because many vehicles, equipment and other increasingly IoT-enabled devices 
were built without anticipating threats associated with Internet connectivity or the requisite 
security controls,” the report authors elaborated. “As the number of deployed IoT devices grows, 
the risk of exploitation also grows. Any device that is connected to the Internet is at risk of being 
attacked if it does not have adequate access controls. For example, as The Internet Society has 
suggested, an unprotected television that is infected with malware might send out thousands of 
harmful emails using the owner’s home Wi-Fi 
Internet connection.”

It should be noted that the U.S. Federal Trade Commission filed a complaint against D-Link 
in January 2017, alleging that inadequate security measures taken by the company left its 
wireless routers and Internet cameras vulnerable to hackers and put U.S. consumer privacy at 
risk. Specifically, the FTC charged that D-Link failed to take reasonable steps to secure its routers 
and Internet Protocol (IP) cameras, potentially compromising sensitive consumer information, 
including live video and audio feeds from D-Link IP cameras. The FTC complaint against D-Link 
followed cases brought against ASUS, a computer hardware manufacturer and TRENDnet, a 
marketer of video cameras. 

“Hackers are increasingly targeting consumer routers and IP cameras – and the consequences for 
consumers can include device compromise and exposure of their sensitive personal information,” 
the FTC stated in its January 2017 press release. “When manufacturers tell consumers that their 
equipment is secure, it’s critical that they take the necessary steps to make sure that’s true. [This 
is why] the FTC has provided guidance to IoT companies on how to preserve privacy and security 
in their products while still innovating and growing IoT technology.” In the case of smart cities, 
public Wi-Fi access points and surveillance cameras are perhaps two of the most vulnerable 
technologies that require robust security protocols.

https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Things-2016-1115-FINAL....pdf
https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Internet_of_Things-2016-1115-FINAL....pdf
http://www.gao.gov/assets/690/684590.pdf
https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-d-link-put-consumers-privacy-risk-due-inadequate
https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-d-link-put-consumers-privacy-risk-due-inadequate
https://www.ftc.gov/news-events/press-releases/2017/01/ftc-charges-d-link-put-consumers-privacy-risk-due-inadequate
https://www.ftc.gov/news-events/press-releases/2015/01/ftc-report-internet-things-urges-companies-adopt-best-practices
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Part 4:

Securing Smart Cities
Smart Cities: Threats and Countermeasures

Connected smart city devices should be protected by a comprehensive IoT security solution 
(device to cloud) that does not disrupt an OEMs profitability or time to market. A practical and 
simple, yet secure solution that can be easily and widely adopted by OEMs and services is more 
effective than a ‘super solution’ that fails to gain serious traction. Such a solution should include 
the following capabilities: 

Firmware integrity and secure boot: Secure boot 
utilizes cryptographic code signing techniques, 
ensuring that a device only executes code 
generated by the device OEM or another trusted 
party. Use of secure boot technology prevents 
hackers from replacing firmware with malicious 
versions, thereby preventing attacks. Unfortunately, 
not all IoT chipsets are equipped with secure boot 
capabilities. In such a scenario, it is important to 
ensure that the IoT device can only communicate 
with authorized services to avoid the risk of 
replacing firmware with malicious instruction sets.

Mutual authentication: Every time a smart city 
device connects to the network it should be 
authenticated prior to receiving or transmitting 
data. This ensures that the data originates from a 
legitimate device and not a fraudulent source.  
Secure, mutual authentication— 
where two entities (device and service) must prove 
their identity to each other—helps protect against  
malicious attacks.
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The risks associated with an unsecured IoT device 
that would likely be deployed in a smart city 
paradigm was recently illustrated by security 
researchers at Senrio who identified a stack buffer 
overflow vulnerability (CVE-2017-9765) in the 
M3004 Axis Communications security camera. 
Dubbed ‘Devil’s Ivy,’ the vulnerability, identified in 
an open source third-party code library, results in 
remote code execution. When exploited, it allows 
an attacker to remotely access a video feed or deny 
the owner access to the feed. As the cameras are 
designed to secure sensitive areas such as a bank 
lobby, cyber criminals could exploit vulnerabilities 
like Devil’s Ivy to prevent a crime from being 
observed or recorded.

Secure communication (end-to-end encryption): 
It is critical to protect data transmitted between 
a device and relevant smart city service 
infrastructure. This is precisely why encryption 
is used to translate data into another form, or 
code, so that only systems with access to a secret 
(decryption) key or password can read it. For 
example, a smart energy meter with real-time 
energy optimization capabilities that sends usage 
data to a service operator or mobile device must 
be able to adequately protect the transmitted 
information. Smart meter data that indicates usage 
has dipped could allow criminals to infer that a 
building is empty, making it an ideal target  
for burglary.

Security monitoring and analysis: Captures 
data on the overall state of the system, including 
endpoint devices and connectivity traffic. This 
data is then analyzed to detect possible security 
violations or potential system threats.  
Once detected, a broad range of actions 
formulated in the context of an overall system 
security policy should be executed, such as 
quarantining devices based on anomalous behavior. 
This monitor- analyze-act cycle may execute in real 
time or at a later date to identify usage patterns 
and detect potential attack scenarios. It is critical 
to ensure that endpoints devices are secured from 
possible tampering and data manipulation, which 
could result in the incorrect reporting of events.

Security lifecycle management: The lifecycle 
management feature allows service providers 
and OEMs to control the security aspects of IoT 
devices when in operation. Rapid over the air (OTA) 
device key(s) replacement during cyber disaster 
recovery ensures minimal service disruption. In 
addition, secure device decommissioning ensures 
that scrapped devices will not be repurposed and 
exploited to connect to a service  
without authorization.

https://www.rambus.com/blogs/devils-ivy-haunts-vulnerable-iot-devices/
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Part 5: 

Rambus CryptoManager IoT 
Security Service for Smart Cities
Smart city devices, as well as the data they generate, must be protected against a wide range 
of cyber threats. Vulnerable devices can be hijacked and even physically disabled, while 
unencrypted or unverified data transmissions can be intercepted, leaked or spoofed. A leak or 
deliberate falsification of sensitive customer data will inevitably damage a brand and decrease 
confidence in smart city infrastructure.

Despite the real-world risks, service providers and OEMs are understandably concerned that 
implementation of a comprehensive IoT security solution for smart city infrastructure could 
potentially incur additional costs and delay time to market. As such, the most effective security 
solution is one that does not negatively impact profitability or time to market. Put simply, a 
practical, simple and secure solution that can be easily and widely adopted by service providers is 
far more effective than a ‘super solution’ with only limited adoption.

The Rambus CryptoManager IoT Security Service is a turnkey solution for smart city service 
providers and OEMs. As is highlighted above and described below, our one-stop shop solution 
provides seamless device-to-cloud secure connectivity, protects service high-availability and 
helps mitigate a variety of attacks.

The Rambus CryptoManager IoT Security Service is a turnkey device-to-cloud solution that 
uses pre- provisioned unique device keys to automatically identify and authenticate a device. 
The device is then securely provisioned by our CryptoManager IoT Security Service over the 
air, creating a secure communication channel between the device and the service. Our one-
stop-shop solution provides seamless device-to-cloud secure connectivity, device lifecycle 
management, and advanced device monitoring capabilities to protect service high-availability 
and help mitigate a variety of attacks including distributed denial of service (DDoS).
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CryptoManager IoT Security Service

The Rambus CryptoManager IoT Security Service solution comprises multiple software modules 
that can be pre-integrated in smart city devices and the selected cloud Platform as a Service 
(PaaS). When a smart city device is powered up and connected to the internet, it automatically 
connects to the CryptoManager IoT Security Service, seamlessly authenticates and provisions 
relevant security credentials.

IoT Security Service Features

Conclusion
Smart cities present a huge market opportunity of $1.56 trillion, with more than 26 cities 
expected to be established by 2025. However, the interconnectedness of devices introduces 
cyber-physical technologies that connects cyber systems to physical systems, thereby removing 
the barrier between the cyber and physical worlds in smart cities and expanding the potential 
attack surface for malicious actors. As such, connected smart city devices and services should 
be protected by a turnkey security solution that can be easily implemented, maintained and 
upgraded to meet the evolving challenges of a dynamic threat landscape.
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